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MANAGE BRIDGE SETTINGS
A Sync Bluetooth Bridge, equipped with Bluetooth® Low Energy (BLE), receives and sends data over the OneVue Sync
Bluetooth mesh network and connects to an IP network to send data to and download settings from OneVue and
obtain time from an NTP time source.
From the profile of a Bridge, you can manage its settings. To view the profile of a Bridge, go to Devices > Bridges >
select the Name link of the Bridge.

About managing Bridge settings
A Bridge has a unique profile, where you can view and manage its settings. A Bridge also has a gateway profile, where
you can manage its network and device settings.

Methods to manage bridge settings
• Device Preconfiguration - for new orders only
Device Preconfiguration automates the configuration of Primex network devices for use with your OneVue account
before they arrive at your facility - eliminating the need to manually configure a device onsite. Device
Preconfiguration is completed online from your OneVue account. Once completed, Primex configures the devices
with your OneVue account ID and settings provided during preconfiguration, and labels each device. It's an online
process that allows devices to be ready for use when they arrive at your facility.
• OneVue Wired Device Configurator (OWDC) app - for new orders and post-install setting updates
For new orders, the OWDC app is an alternative to Device Preconfiguration. If you prefer to configure devices when
they arrive at your facility, select OWDC when placing an order. You will then be required to configure each device
using the OWDC app to add them to your OneVue account. For post-install, the OWDC app is commonly used to
troubleshoot and update a device's network settings.
• Bridge Profile (post-install)
From the profile of a Bridge and its gateway profile, you can view and manage its settings.

Settings configured from the profile of a bridge
To view a bridge profile, go to Devices > Bridges > select its Name link > to view all settings, select Show Advanced
Options.
• Name
Uniquely identifies the bridge and commonly set to its installation location. By default, set to its 12-character
Device ID (MAC address).
• Label
Device Preconfiguration only: information printed on the label affixed to the bridge by Primex.
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• Business Unit
By default, a bridge is assigned to your account Business Unit.
With the use of Business Units, you can limit and control staff access to only what devices they are responsible for.
If you have multiple buildings or areas that specific staff are responsible for, commonly a Business Unit is created
for each building or area and users are assigned to the Business Unit they are responsible for.
• Location
By default, devices are not assigned to a Location. Commonly, Locations are used when devices are located in
different geographic areas, requiring different time zones and NTP time sources.
• New Clock Time Zone
The time zone that Sync Bluetooth Clocks are set to the first time they connect to the Sync Bluetooth mesh
network. By default, set to the account time zone.
• Change the state of a bridge
Although OneVue monitors and manages the state of devices, a user assigned to an Admin role to manually change
the state of a bridge. Commonly, a state change is made during troubleshooting, when maintenance is being
performed, or when a device is no longer in use.

Settings configured from a Bridge gateway profile
From a bridge profile, selecting the Gateway ID link opens its gateway profile.
• Network
The IP network the bridge connects to during each check-in to OneVue. Due to the importance of a device's network
connection, changing its assigned network requires migrating the device to a new network.
• Alternate Network
During each check-in sequence, a bridge first attempts to connect to its primary network. If the connection cannot
be established, the device automatically attempts to establish a connection to its alternate network.
• Unresponsive Timeout
The maximum number of days the bridge can go without a check-in to OneVue. When this time limit is exceeded,
three (3) consecutive days, the bridge is set to a Warning state. This setting is set by OneVue and cannot be
changed.
• Firmware
Primex devices have internal programming, referred to as micro firmware that controls how it operates. Its internal
radio component has firmware as well that controls how it communicates over a network, referred to as radio
firmware. By default, firmware is set to update automatically, which is strongly recommended by Primex.
• NTP Servers (time source)
During each check-in, a bridge connects to an NTP Server to obtain UTC time. By default, connects to the NTP
Servers set in the account profile.

Device preconfiguration Bluetooth Bridge
Device Preconfiguration automates the configuration of a Sync Bluetooth Bridge for use with OneVue before they
arrive at your facility - eliminating the need to manually configure a device onsite. When placing an order and Device
Preconfiguration is selected, configuration must be completed before the order is shipped from Primex.

Page 5

Device Preconfiguration is completed online from your OneVue account. Once completed, Primex configures each
Bridge with your OneVue account ID and the settings provided during configuration, which adds the devices to your
OneVue account. It's an easy online process that allows devices to be ready for use when they arrive at your facility.

How to complete device preconfiguration
1.

Go to the Dashboard.

2.

From the To Do list, select the order to be configured.

NOTE
If you should close your web browser or log out during this procedure, all information provided is
saved and you can return to the procedure from your To Do list.
3.

From Begin Device Preconfiguration, select if you want to complete the configuration on your own now or request
assistance from Primex.
• If you selected I'll try it on my own
You are guided through the configuration process for each Bridge, which the order may have one or many.
• If you selected have a Primex Project Manager contact me
Schedule a Preconfiguration Consult with a Primex representative.

4.

From the Network Profiles, review the available networks and select from one of the two options.

What option to select if...
• Bridge will connect to a network listed
Select I'll use one of these.
• Network information is NOT available and you cannot assign a network at this time
Select I'll use one of these and when assigning a network to each device select No Network.
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• Bridge will connect to a network that is not listed
Select I want to create a new network. You are required to provide the settings for the new network.
From the Create Network screen, enter the network settings. To view all settings, select Show Advanced
Options.

Advanced Options include:
• Authentication
The type of authentication protocol of the Wireless network. If None is selected, additional settings are not
displayed.
• TCP/IP
The type of network communication protocol of the network; either DHCP or a non-DHCP IPv4 protocol.
DHCP (Dynamic Host Configuration Protocol): select option if the network is DHCP; network allocates
dynamic IP addresses to devices in the network.
IPv4 Address protocol: deselect Use DHCP option and enter the settings. Primex devices support Internet
Protocol version 4 (IPv4).
5.

From the Configuring Devices screen, assign a network and enter the settings for each Bridge.
From the left section, the current Bridge you are configuring is highlighted. If you have more than one Bridge,
preconfiguration will guide you through configuring each device.
• Network (required)
Assign a network to the device. Assigning a network allows the device to connect to your facility's network as
soon as power is applied at your facility.
You can either select an existing Network Profile, create a new Network Profile, or select No Network if a
network cannot be assigned or created at this time.
New Network: if you are creating a new network, select Show Advanced Options to view all of the network
profile settings.
No Network: if a network is not assigned, your staff is required to manually configure the device's network
settings when it arrives at your facility.
IPv4 address and alternate network: you may choose to provide the advanced network device settings. To view
the advanced settings, select Show Advanced Options. Settings include the Network IPv4 address, and
Alternate Network (backup network).
• Location (optional)
Location: by default, a device is not assigned to a Location. If your account structure uses Locations to control
user access, assign a device to a Location to ensure users have access to the devices they are responsible for.
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• Name
Commonly identifies the device's install location. Allows up to a maximum of 50 characters.
It's recommended to develop a standard naming convention to allow you to easily locate a device if
maintenance should be required.
• Label
Label Information printed on the label affixed to the device. By default set to the first 20 characters of the
Name. Allows up to a maximum of 20 characters.
• New Clock Time Zone
The time zone that Sync Bluetooth Clocks are set to the first time they connect to the Sync Bluetooth mesh
network. By default, set to the account time zone.

CAUTION
Skip This Step: If selected when first configuring a device, the provided settings will be not be
saved. This option is commonly used when you need to change a device's settings from the
summary page, which allows you to skip devices until you reach the device that requires a setting
change.
6.

When the preconfiguration steps are complete, the preconfiguration summary page is displayed.
From the list, you can change a device setting by selecting Change.

7.

Once you are ready to process the order with the settings provided, select Confirm Shipment.
The order's devices are configured by Primex.
• Your OneVue account ID and the provided settings are configured into each device.
• Devices are added to your OneVue account. Devices are only listed in OneVue and are not active. A device is
activated when it connects to your facility's network and checks-in to OneVue.
• If a network profile was assigned during preconfiguration: when a bridge is powered on at your facility, it
automatically connects to its assigned network and checks-in to OneVue.
• If a network was not assigned or if the network settings were entered incorrectly: a bridge's network settings
are required to be updated onsite with the OneVue Wired Device Configurator (OWDC) app or the Primex Device
Configuration software.
• Devices and their packaging are labeled with the settings provided during preconfiguration.

OWDC app: Migrate Bluetooth Bridge to new network
Learn how to update a Bluetooth Bridge's assigned network with the OneVue Wired Device Configurator (OWDC) app.
Commonly this procedure is performed when a Bridge cannot connect to its current assigned network and requires a
network update (migrate to a new network).
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The OneVue Wired Device Configurator (OWDC) Android™ app provides the experience of adding a new Primex
network device to OneVue and updating a device's primary settings on a mobile platform. Network devices include
OneVue Sense Sensors, OneVue Sync Bridge, PoE Digital Clocks/Timers, and the OneVue Notify Bell Controller.
Once you download the app from the Google Play™ store (it’s free!), you connect a Primex network device to your
Android device and the app guides you through the entire process. It's a simple, easy process that provides onsite
configuration.

Configuration requirements
The following details what's required to configure a Bridge with the OWDC app.
• OWDC app installed on your Android mobile device
Download the OWDC app or from the Google Play Store search for OneVue Wired Device Configurator.
• Android mobile device requirements
Android OS version 4.4 or later. Minimum 25% battery life remaining.
Supports USB Host or USB OTG mode. To verify USB support, check with the Android device manufacturer.
• App log in
Your OneVue user profile must be assigned to the Account Admin role. You will log in to the app with your OneVue
user name (email address) and password.
• Connection cable (not supplied)
The cable connects the Primex device to your Android device and also provides the power source to the Primex
device during configuration.
A Bridge has a USB Mini B (5 pin) connector interface and requires either a Mini-USB to Micro USB OTG adapter
cable or Mini-USB to USB C adapter cable.
• OneVue Network Profile
From the OWDC app, you cannot create a new Network Profile. Before you begin, from OneVue verify a Network
Profile exists or create a new Network Profile. From OneVue, go to Devices > Networks. To create a new network,
from the bottom section select +New.
For a Non-DHCP network, during configuration you are required to provide the device's static IP address.

How to migrate a bridge to a new network
1.

From your Android device, open the OWDC app.
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2.

Enter your OneVue username > select Next > enter your password > select Log In.
Are you a user for more than one OneVue account? When logging in to the app, it's critical to select the account
you are adding a device to or editing.

3.

Remove AC power from the Bridge. During the next step, it receives power from its connection to your Android
device. If battery power is enabled, leave this on.

4.

Set Bridge into configuration mode > connect Bridge to your Android device using a USB OTG or a USB C cable
(dependent on your device).
App displays "Add Device" and "Con" displayed on the Bridge LCD screen, indicating it's in configuration mode.

5.

Update its assigned Network.
Network Type: select the type of network the Bridge will connect to.
Select Network: select a network (displays the network profiles available in OneVue).

6.

Select Next to continue.

7.

The app configures Bridge and displays its configuration status.

CAUTION
Do not remove the connection between the Bridge and your Android device until prompted.
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8.

When the Disconnect Device message appears > remove the USB connection between the Bridge and your
Android device > and re-apply AC power to the Bridge.
Once disconnected, the app verifies the Bridge successfully checked-in to OneVue. If after 15 minutes it does not
check-in, the app displays a status message.
If applicable, it may also take time to download the latest firmware (Bridge LCD displays UP).
You can now configure additional devices or close the app when you’re done.

View a Bridge settings
You may have one to several bridges deployed at your facility. Each Bridge has its own its profile, where you can
manage its settings, view its current state and status, and historical data.

View all bridges
1.

Go to Devices > Bridges.

2.

A list of all bridges is displayed.

Column

Description

Name

Uniquely identifies the device and commonly set to its installation location. If a name is not
provided, the system sets the name to the device's 12-character MAC address.
Selecting the Name link opens the Bridge profile.

Bridge Type

Identifies the product model.
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Column

Description

Last Check-In

Date and time the device last checked-in to OneVue.

Gateway ID

A gateway is the internal component of a Primex device that controls its connection to your
facility's network. Each Primex device a unique 12-character ID (MAC address) that is printed
on the label affixed to the backside of a device.
Selecting the link opens the gateway profile.

State

Its current state that identifies its current operating condition.

Status

Its current status that identifies the condition resulting in a Bridge entering a Warning state.

Update

The Update Pending status is set to Yes when a setting change is scheduled to be

Pending

downloaded to the device during its next check-in to OneVue. Setting changes take effect
when downloaded to the device. Once downloaded, its Updating Pending status is set to No.

View a Bridge profile
1.

Go to Devices > Bridges.

2.

Select the Name link of the Bridge.

3.

To view all of the settings, select Show Advanced Options.
Setting

Definition

Name

Uniquely identifies the device and commonly identifies its install location. If a name is not
provided, set to its 12-character Device ID (MAC address). Allows up to a maximum of 50
characters.
It's recommended to develop a standard naming convention to allow each device to be
easily located if maintenance should be required.

Label

Information printed on the label affixed to the device by Primex during device configuration.
By default set to the first 20 characters of the Name. Allows up to a maximum of 20
characters.

Description

Identifies the Primex device model.

Gateway ID

Unique 12-character ID (MAC address) of the device. Selecting the link opens the device's
gateway profile that provides additional settings. A gateway is an internal component of a
Primex network device that controls its network connections and firmware settings.

State

Current operating condition of the device. Device requires attention if in a Warning state,

Status

Current status of the device. The status identifies the cause of a device entering a Warning
state.

Update Pending

When a setting update is made to a device, its Update Pending status is set to Yes. During
its next check-in, all pending setting updates are downloaded to the device. Once
downloaded, its Update Pending status is set to No.
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Setting

Definition

State History

When selected, displays the device's state change history for a selected date range.

Accuracy Log

Summary of the check-in history and the drift and NTP accuracy log of the Bridge. This
data may be beneficial when troubleshooting the time accuracy of Sync Bluetooth clocks.

Advanced settings. Below settings are only viewable when Show Advanced Options is selected.
Business Unit

Required to be assigned to a device. By default, assigned to the account Business Unit.
A Business Unit is the primary account structure component that commonly represents a
department or other business entity in your organization. Based on your organization's
business rules or staff responsibilities, you may have one, a few, or many Business Units.
With the use of Business Units, you can limit and control staff access to only what they are
responsible for. You can also assign Business Units to other system components, including
Report Profiles and Alert Rules.

Location

An option setting used when your OneVue account structure includes managing devices
and user access by their assigned Location.
A Location is an optional account structure component that can be assigned to devices
and network profiles. Locations are commonly used when devices are located in different
time zones.

Notes

For information purposes and commonly provides additional details needed to be shared
with system users.

Change State

Although the system monitors and manages the state of devices the state change is
designed to provide a function that allows a user to change the state of a device. Only a
user assigned to an Admin Role can change the state of a device.

New Clock Time

The time zone that Sync Bluetooth Clocks are set to the first time they connect to the Sync

Zone

Bluetooth mesh network. By default, set to the account time zone.

Change the state of a Bridge
Although OneVue monitors and manages the state of a Bridge, the state change is designed to provide a function to
manually change the state of a device. Only users assigned to an Admin Role can change the state of a Bridge.

Considerations when changing the state
OneVue logs all state changes, including the date and time a manual state change was made, the user that performed
the change, and the reason the change was performed. The state change details are viewable from a device's state
history.
• Changing to a Normal or Warning state
Upon each check-in, OneVue automatically sets the state transmitted by the device. Therefore, changing to a
Normal or Warning state is only useful during testing.
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• Changing to a Suspended or Decommissioned state
A subsequent check-in with a Normal or Warning state does not change its state. Therefore, a system user is
required to change the state back to a Normal state.
Alerts are not generated for the device when set to a Suspended or Decommissioned state.

How to change the state of a Bridge
1.

Go to Devices > Bridges.

2.

Select the Name link of the Bridge,

3.

Select Show Advanced Options.

4.

From the New State Change drop-down menu, select the state to be changed to.

5.

From the Reason field, enter the condition that warranted changing its state.

6.

Select Change State.
Its state is changed. Any statuses associated to its previous state are also cleared.

Assign a Bridge to Business Unit or Location
By default, Bridges are assigned to your account Business Unit and are not assigned to a Location. If your account
structure uses multiple Business Units or Locations to control user access, you can re-assign a Bridge to Business
Unit or Location to ensure users have access to the devices they are responsible for.
1.

Go to Devices > Bridges.

2.

Select the Name link of the Bridge.

3.

Select Show Advanced Options.

4.

Set the assigned Business Unit or Location.
From the Business Unit drop-down list, select a Business Unit.
(Optional) From the Location drop-down list, select a Location.

5.

Select Save.

Configure time zone received by clocks and repeater during their first-time connection
to a mesh network
During install, the first-time a clock or repeater connects to a Bluetooth mesh network, they automatically set their
time to the New Clock Time Zone set in a Bridge profile. Commonly, this setting is verified at the time of the system
deployment. For all subsequent connections to the mesh network, Bluetooth clocks and repeaters synchronize their
time to the time zone set in their profile. By default, clock and repeaters are set to the account time zone and can also
be set to a specific time zone.
1.

Go to Devices > Bridges.

2.

From the list, select the Name link of the Bridge. The profile of the Bridge is displayed.

3.

Select Show Advanced Options.

4.

From the New Clock Time Zone drop-down list, select a time zone. When set to Default, set to the time zone set in
the account profile.
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5.

Select Save.

Its Update Pending status is set to Yes and the setting change is scheduled to be downloaded to the device during its
next check-in to OneVue. Setting changes take effect when downloaded to the device. Once downloaded, its Updating
Pending status is set to No.

Configure Bridge to use specific NTP servers (time source)
A Bridge obtains UTC time from an NTP server during each check-in, and then sends the received UTC time to other
Sync Bluetooth devices over its next connection to the Sync Bluetooth mesh network. When the devices connect to
the mesh network, they synchronize the received UTC time to their assigned time zone.
By default, a Bridge's NTP Servers are set to Default. When set to Default, it connects to the NTP Servers set in the
account profile.
1.

Go to Devices > Bridges.

2.

From the list, select the Gateway ID link of the Bridge. The gateway profile of the Bridge is displayed.

3.

Select Show Advanced Options.

4.

From the NTP Servers (1-3), enter the domain name for each NTP server.
NTP server guidelines
• The system default NTP servers are set to (1) 0.us.pool.ntp.org (2) 1.us.pool.ntp.org (3) 2.us.pool.ntp.org,
which are external servers.
• Use of external NTP Servers requires that port 123 is open to UDP traffic to allow the Primex Ethernet or Wi-Fi
network devices to connect to an external server.
• Primex recommends to set the NTP Servers to your organization's designated NTP Servers and set all NTP
servers to ensure a reasonable level of accuracy can be maintained.
• By default, Primex devices are set to synchronize to the NTP servers set in the account profile. Optionally, the
NTP servers can be set in a device's gateway profile or location.

5.

Select Save.
Its Update Pending status is set to Yes and the setting change is scheduled to be downloaded to the device
during its next check-in to OneVue. Setting changes take effect when downloaded to the device. Once
downloaded, its Updating Pending status is set to No.

Manage Bridge firmware updates
A Bridge has internal firmware that controls how it operates and communicates over a network. By default, firmware
is updated automatically when released by Primex.
Firmware updates can also be manually managed by your staff, which should be performed under the direction of
Primex technical support. Primex may release a firmware update that is either required to be applied or an optional
update.
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View current firmware version
During troubleshooting, Primex support may request that you verify a device's firmware version. Also, after a firmware
update is released, you may need to verify the update was successful.
1.

Go to Devices > Bridges.

2.

From the list, select the Name link of the Bridge. The profile of the Bridge is displayed.

3.

Select the Gateway ID link of the gateway.

4.

Select Show Advanced Options.
The current firmware version is displayed. If the value is blank, the firmware type does not apply to the device
model.

Set firmware to update automatically (system default)
You can set a Bridge to automatically download firmware updates released by Primex. This is the system default and
recommended by Primex.
1.

Go to Devices > Bridges.

2.

From the list, select the Name link of the Bridge. The profile of the Bridge is displayed.

3.

Select the Gateway ID link of the gateway.

4.

Select Show Advanced Options.
The current firmware version is displayed. If the value is blank, the firmware type does not apply to the device
model.

5.

Set firmware to update automatically. From the Keep Comm Firmware at drop-down menu, select Latest.

6.

Select Save.
When a new firmware version is released, the firmware update is automatically downloaded and applied.

Update firmware manually
Firmware updates can also be manually managed by your staff, which should be performed under the direction of
Primex technical support. Primex may release a firmware update that is either required to be applied or an optional
update.
1.

Go to Devices > Bridges.

2.

From the list, select the Name link of the Bridge. The profile of the Bridge is displayed.
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3.

Select the Gateway ID link of the gateway.

4.

Select Show Advanced Options.
The current firmware version is displayed. If the value is blank, the firmware type does not apply to the device
model.

5.

Set the firmware version. From the Keep Micro Firmware at drop-down menu, select the firmware version the
device is to be updated to.
The latest version is the highest number and the available versions are listed in descending order. For example,
8.11 is newer than 8.2. Numbers to the right of the decimal point should be read as a whole number representing
the sub-unit of the main version number.
It's recommended to update to the latest version, unless directed otherwise by Primex.
To view the details of the firmware update, select View Change Log.

6.

Select Save.
Its Update Pending status is set to Yes and the setting change is scheduled to be downloaded to the device
during its next check-in to OneVue. Setting changes take effect when downloaded to the device. Once
downloaded, its Updating Pending status is set to No.
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MANAGE CLOCK AND REPEATER SETTINGS
OneVue Sync Bluetooth Clocks and Repeaters, equipped with Bluetooth® Low Energy (BLE) wireless technology,
establish a wireless connection to a Sync Bluetooth mesh network. During a device's connection to the mesh network,
it sends its operating status, receives setting updates and UTC time, and synchronizes its time.
From a clock profile you can manage its settings, including its name, digital display settings, time zone, and assigned
Business Unit and Location.
To view a clock or repeater profile, go to Devices > Clocks > select the Name link of the device.

About managing clock and repeater settings
Each of your Primex devices have a unique profile, where you can view and manage its settings. Settings include its
name, display settings, time zone, and assigned business unit and location.

Settings configured from a clock and repeater profile
The following settings can be updated from the profile of a device.
• Name
Uniquely identifies the device and commonly identifies its install location. If a name is not provided, set to its 12character Device ID (MAC address). Allows up to a maximum of 50 characters.
• Label
Information printed on the label affixed to the device only when configured through device preconfiguration. By
default, set to the first 20 characters of the clock Name.
• Business Unit
All devices are assigned to a Business Unit. By default, devices are assigned to your account Business Unit. Users
are assigned to a role by Business Unit, which allows them to only have access to what they are responsible for.
• Location (optional)
If your account structure uses Locations to control user access, assign a device to a Location to ensure users have
access to the devices they are responsible for. By default, devices are not assigned to a Location.
• Time Zone
A clock displays the local time of its assigned time zone. Default indicates the device is either set to the account
time zone or its assigned Location time zone. The assigned time zone is displayed in parentheses.
• Change State
Although OneVue monitors and manages the state of devices, the state change is designed to provide a function
that allows a user to manually change the state of a device.

Settings configured from a clock or repeater gateway profile
Unique to Sync Bluetooth clocks and repeaters is its associated gateway. When selecting its Gateway ID, the gateway
of the Bridge the clock or repeater last connected to over the mesh network is displayed. A Bluetooth clock or
repeater does not have a unique gateway profile.
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View clock and repeater settings
You may have a handful to hundreds of devices deployed at your facility. Each clock and repeater has its own its
profile, where you can manage its settings, view its current state and status, and historical data.
From a clock or repeater profile, you can manage its settings, view its current state and status, and historical data.

View all clocks and repeaters
1.

Go to Devices > Clocks.

2.

A list of all devices is displayed.

Column

Definition

Name

Commonly identifies the device install location. By default, set to its 12-character Device
ID (MAC address)Sync Bluetooth Device ID (BTID). Allows up to a maximum of 50
characters. Selecting the Name link opens its profile.

Description

Identifies the type of device. BC indicates a Sync Bluetooth device.

BTID

Device's unique 12-character ID.

Gateway ID

The gateway of the Bridge that transmitted the last operating state of the clock or
repeater over the Sync Bluetooth mesh network.
Selecting the link opens its gateway profile.

State

Current state of the device.

Status

Current status of the device.

Update Pending

Its Update Pending status is set to Yes. The update is scheduled to be downloaded to
the device during its next daily connection to the mesh network. Once downloaded, its
Updating Pending status is set to No. Also, the Update Pending Status for all bridges is
set to Yes. This is due to a Bridge sends setting updates to clocks and repeaters.

View a clock or repeater profile
From a clock profile you can manage its settings, view its current state and status, and historical data.
1.

Go to Devices > Clocks.

2.

From the list, select the Name link of the device. Its profile is displayed.

3.

To view all settings, select Show Advanced Options.
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Setting

Definition

Name

Commonly identifies its install location. By default, set to its 12-character Device ID
(BTID). Allows up to a maximum of 50 characters.
It's recommended to develop a standard naming convention to allow you to easily
locate a device if maintenance should be required.

Description

Identifies the device model.

BTID

System generated, unique Bluetooth Device ID assigned to the device.

Gateway ID

The gateway of the Bridge that transmitted the last operating state of the clock or
repeater over the Sync Bluetooth mesh network.
Selecting the link opens its gateway profile.

State

Current state of the device.

Status

Current status of the device. The status indicates the cause of a clock entering a
Warning state.

Update Pending

Indicates if a setting change is scheduled to be downloaded to the device during its
connection to a Sync Bluetooth mesh network.
The pending setting change takes effect once the setting change is downloaded to
the device. Once successfully downloaded, its Updating Pending status is set to No.

State History

All state changes occurred by a device.

Accuracy Log

Summary of the check-in history to OneVue and drift and NTP accuracy log. This
data may be beneficial when troubleshooting the time accuracy of a clock.

Digital Event

Sync Bluetooth® Digital Elapsed Timers and Code Blue Timers: Digital events are not

History

transmitted to OneVue.

Advanced settings. Below settings are only viewable when Show Advanced Options is selected.
Business Unit

Business Unit assigned to the device. By default, set to the account Business Unit.

Location

Location assigned to the device. By default, a device is not assigned to a Location.
Locations are commonly used if a group of devices reside in different time Zones.

Notes

For information purposes only. Commonly identifies other unique device detail in
addition to its name.

Change State

Allows a user assigned to an Admin Role to change the state of the device.
Although OneVue monitors and manages the state of all devices, the state change is
designed to provide a function that allows an admin to change the state of a device.
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Setting

Definition

Time Zone

The clock time zone. Default indicates the clock is either set to the account time
zone or its assigned Location time zone. The time zone is displayed in the
parentheses. If the clock is assigned to a Location, the default time zone is the
Location's time zone.

Display Settings

Brightness level, display mode and format of the digital clock or timer, and audio

(Digital Clocks/

buzzer setting for an elapsed timer.

Timers)

Update the name of a clock or repeater
The name of a clock or repeater commonly identifies its install location. It's recommended to develop a standard
naming convention to allow devices to be located if maintenance should be required.
1.

Go to Devices > Clocks.

2.

From the list, select the Name link of the device. Its profile is displayed.

3.

From the Name field, enter its name. Allows up to a maximum of 50 characters.

4.

Select Save.

Update the time zone of a clock
You may need to change all your clocks' time zone or set specific clocks to a different time zone. For example, if you
have a wall of clocks and need to display various time zones, you can set each clock to a specific time zone. If a time
zone observes Daylight Saving Time, clocks automatically update their time during a Daylight Saving Time shift.
By default, all clocks are set to the time zone set in your OneVue account profile. The only exception is when a clock is
assigned to a Location, it's then set to the time zone of the Location. Locations are commonly only used when clocks
are located in different geographic areas.
1.

Go to Devices > Clocks.

TIP
If you need to update more than one clock, be sure to use the multi-edit feature. From the list,
select all of the clocks to update and then select Edit Selected.
2.

From the list, select the Name link of the device. Its profile is displayed.

3.

Select Show Advanced Options.

4.

From the Time Zone drop-down list, select a time zone. The time zone is displayed in the (parentheses).
Default indicates the clock is either set to the account time zone or its assigned Location time zone. If the time
zone is set to default and the account or assigned Location time zone is updated, the system automatically
updates the time zone of the clock.
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5.

Select Save.

Its Update Pending status is set to Yes. The update is scheduled to be downloaded to the device during its next daily
connection to the mesh network. Once downloaded, its Updating Pending status is set to No.
Also, the Update Pending Status for all bridges is set to Yes. This is due to a Bridge sends setting updates to clocks
and repeaters.

Update the display of a digital clock or timer
You can set the display brightness level, display mode, and time and date format. For an elapsed timer, you can set its
audio buzzer to be on or off.
1.

Go to Devices > Clocks.

TIP
If you need to update more than one clock, be sure to use the multi-edit feature. From the list,
select all of the clocks to update and then select Edit Selected.
2.

From the list, select the Name link of the device. Its profile is displayed.

3.

Select Show Advanced Options.

4.

Update its display settings.

Setting

Definition

Brightness Level

The brightness percentage of its LED display. Options include 25%, 50%, 75%, 100%. A
lower percentage results in a dimmer display. The default value is 75%.

Display Mode

Sets how the clock displays its time. Options include 12 Hour, 12 Hour w/ AM & PM, and
24 Hour. The default value is 12 Hour w/ AM & PM.
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Setting

Definition

Display Format

Sets if the clock displays its time only or if it alternates between its time and the current
date. Options include Time Only, Time & Date (Month - Day), Time & Date (Day - Month).
By default, set to Time Only.
If a time and date setting is selected, the clock display alternates between the time and
date at the interval set (show time for) every 10 seconds. For example, if set to show for
8 seconds of 10 seconds; every 8 seconds the time is displayed and then the date is
displayed for 2 seconds.

Show Time For

When its display format is set to a time and date format, sets the number of seconds
time is displayed during the 10 second alternating cycle between the time and date.
The default value is 8 seconds.

Buzzer On

Indicates if the timer audio buzzer is ON during a count down event. By default set to

(elapsed timer

On.

model only)
5.

Select Save.

Its Update Pending status is set to Yes. The update is scheduled to be downloaded to the device during its next daily
connection to the mesh network. Once downloaded, its Updating Pending status is set to No.
Also, the Update Pending Status for all bridges is set to Yes. This is due to a Bridge sends setting updates to clocks
and repeaters.

Configure the display of a personal series clock
You can specify the display settings of a Personal Series LCD clock, including its time, date, and day display format.
Display settings are configured from a clock's profile. You can also set the display of multiple clocks [24] at the same
time.
1.

Go to Devices > Clocks.

2.

From the list, select the Name link of the clock. Its profile is displayed.

3.

Select Show Advanced Options.

4.

Set its display settings.
Setting

Definition

Display Mode

Set its time to ether a 12 or 24-Hour format. By default, set to a 12 Hour format.

Date Format

Set its date format to Month-Day or Day-Month. By default, set to Month-Day.

Show Day of the Week

Set if the day of the week is displayed. By default, set to Yes.
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NOTE
A switch on the side of the clock sets the backlight to ‘High’, ‘Low’, or ‘Off’. ‘High’ and ‘Low’. When
set to ‘High’ or ‘Low’, an optical sensor on the top of the clock samples available light to determine
whether to turn on the backlight.
5.

Select Save.
Its Update Pending status is set to Yes. The update is scheduled to be downloaded to the device during its next
daily connection to the mesh network. Once downloaded, its Updating Pending status is set to No.
Also, the Update Pending Status for all bridges is set to Yes. This is due to a Bridge sends setting updates to
clocks and repeaters.

Update the settings for multiple clocks or repeaters at the same time
You can update the settings of multiple devices at the same time, eliminating the need to update each device
individually. If updating the display settings for Digital Clocks/Timers, all of the selected clock types must be digital.
1.

Go to Devices > Clocks.

2.

From the list, select each device to be updated. When selected, a checkmark is displayed next to each selected
device.

3.

Select Edit Selected. The Mass Edits Clocks window is displayed.
For all clock models, setting options include their Business Unit, Location, and Time Zone.
For digital clock models, settings include display options.

4.

Select Update All Selected Clocks.

Each device's Update Pending status is set to Yes. The setting change is scheduled to be downloaded to each device
during its next daily connection to the mesh network. Once downloaded, its Updating Pending status is set to No. All
bridges' update pending status is also set to Yes.

Assign a clock or repeater to a business unit or location
Essentially a Business Unit groups devices together to allow users to be assigned to the devices they are responsible
for. Locations are optional and for use in large organizations spanning across multiple buildings or when devices are
located in different geographic areas.
If your organization has areas that specific staff is responsible for, a Business Unit is commonly created for each
area. This structure allows you to manage who has access to devices and data based on their job responsibilities by
assigning users to Business Units. By default, all devices are assigned to the account Business Unit.
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1.

Go to Devices > Clocks.
If you have multiple devices to update, be sure to use the multi-edit option. From the list, select all devices to
update and from the bottom section select Edit Selected.

2.

Select the Name link of the clock. Its profile is displayed.

3.

Select Show Advanced Options.

4.

From the Business Unit or Location setting, select an option from the drop-down menu.

5.

Select Save.

Change the state of a clock or repeater
Although OneVue monitors and manages the state of your devices, the state change feature is designed to provide a
function that allows user assigned to an Admin role to change the state of a device.

Considerations when changing the state of a device
• Should only be performed if a condition warrants manually changing its state. Examples include when performing
device maintenance or troubleshooting, or when a device is no longer in use.
• When a device is manually changed to a Warning state, upon each connection to a Sync Bluetooth mesh network,
OneVue automatically sets the device to the state transmitted by the device. Therefore, if a subsequent connection
results in a Normal state, the system automatically sets the device to a Normal state.
• When a device is manually changed to a Suspended or Decommissioned state, a subsequent connection with a
Normal or Warning state does not change its state. To allow OneVue to monitor the device, you will need to
manually change its state back to Normal.
• All changes are logged, including the date and time the state change was made, the user that performed the
change, and the reason the change was performed. The state change details are viewable from the clock state
history.

Change the state of a clock or repeater
1.

Go to Devices > Clocks.

2.

From the list, select the Name link of the device. Its profile is displayed.

3.

Select Show Advanced Options.

4.

From the New State Change drop-down menu, select the state the device is to be changed to.

5.

From the Reason field, enter the condition that warranted changing the state.

6.

Select Change State.
The device's state is changed. Any statuses associated with the previous state are cleared.
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MANAGE NETWORKS
About managing networks used by Primex network devices
A Network Profile in OneVue represents a network at your facility and each Primex network device is assigned to a
network. Once assigned, the network settings are downloaded to the Primex device, which allows the device to
connect to your facility's network to transmit data to and download settings from OneVue. For OneVue devices that
receive time from an NTP time source, its assigned network also allows its connection to an NTP Server.
A Primex network device has an internal gateway, a component that manages its network connection and firmware.
From a device's profile, you can manage its settings and also its settings available from its gateway profile. To view a
device's gateway settings, from its profile select its Gateway ID link.
The sections below provide an overview of managing the networks assigned to your Primex network devices and the
settings managed from a device's gateway profile.

Network management overview
• Device network requirements
There are specific network requirements to allow Primex network devices to connect to your facility's network and
transmit data to and download settings from OneVue.
Be sure to share the OneVue network requirements with your facility's IT staff.
• Manage who has access to network profiles
A user must be assigned to the Account Admin or Network Admin role to view or manage networks.
• Create network profiles
A Network Profile is a wireless or wired Ethernet network at your facility. A Primex device connects to its assigned
network to transmit data to and download settings from OneVue.
If your organization’s information security policies do not allow network setting data to be managed in third-party
applications, device network settings can be configured from the Primex Device Configuration software.
• Update a network profile
If a Network Profile is assigned to a device, only the network label, location, and notes can be updated. If the
network is not assigned to a device any of its settings can be updated.
• Update or change the network assigned to a device
Due to the importance of Primex network devices connecting to your facility’s network, network settings are stored
locally in each device. A change to a device's assigned network is required to be completed using one the device
network migration methods.
• View devices assigned to a network profile
You may need to view what devices are assigned to a Network Profile when planning a network change. Before
making a change to a network in use by a Primex device, it's critical to first migrate your devices to another network
to avoid a device losing its network connection.
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• Deleting a network profile
You can only delete a Network Profile that is not assigned to a device. It's recommended to delete networks that are
not in use by your Primex devices.

Manage bridge gateway settings
The following settings are managed from the gateway profile of a Bridge. To view the settings, from a Bridge profile
select its Gateway ID link. For Sync Bluetooth Clocks and Repeaters, their gateway profile is the Bridge gateway
profile that they last connected to over the Sync Bluetooth mesh network.
• Network
During its check-in sequence to OneVue, the device attempts to connect to this network first. If the connection fails,
the device automatically attempts to connect to its alternate network.
• Alternate Network
This network serves as a backup network. When a device cannot establish a connection to its primary network, it
automatically attempts to connect to its assigned alternate network.
• Migration Network
This network is assigned to the device when migrating the device to a new primary network. The migration network
is what the device is to be migrated to. When the device establishes a connection to its assigned migration
network, OneVue automatically sets the migration network profile to its primary network and clears its migration
network.
• Keep Micro Firmware at
Identifies the current firmware version. When set to Latest, the device automatically downloads new firmware
released by Primex. If not set to Latest, displays the device's current installed version. Primex strongly recommends
that firmware is set to Latest (default setting). To view firmware release notes, select View Change Log.
• Unresponsive Timeout
Maximum amount of time the device can go without a check-in to OneVue. When this time limit is exceeded, the
device is set to Warning state with an Unresponsive status.
Set to 3 days by OneVue and cannot be changed.
• Manual Configuration File
File downloaded when manually configuring a device's network settings with the Primex Device Configuration
software. The file contains the OneVue account ID and current assigned network settings.
• NTP Server 1, 2, 3
If the Transmitter is using GPS as its time source, the NTP settings are not available. NTP can be configured as a
backup time source by temporarily removing its GPS connection, configuring its NTP Server settings, and then reconnecting its GPS connection.
The device's NTP time sources. When set to Default, the device connects to the NTP Servers set in the account
profile. When assigned to a Location and set to Default, the device connects to the NTP Servers set in the Location.
Primex strongly recommends to set all three servers for fail over purposes. When a device fails to connect to or
receive time from a NTP Server, it's set a Warning state with a Time Sync Error status.
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Change the network assigned to a device
A Primex network device requires a network connection to operate over your facility's network. During each network
connection, a device transmits its data to and downloads data from your OneVue account. Due to the importance of
devices connecting to your facility’s network, network settings are downloaded and stored locally at each device. To
avoid a device losing its connection to your facility’s network, changes to a device's network is managed by
performing a network migration procedure.
Listed below are the methods available to migrate a device to another network. The method used is dependent on
how your organization manages the networks used by Primex devices and if you are locally at the device.
Method

Overview

When to use

OneVue

A migration network is assigned to the device

• Networks are managed from your

network

gateway. During its next check-in, the device

migration

attempts to connect to the migration network.

OneVue account.
• Current assigned network and

If the migration network connection is

migration network are both operating

successful, its primary network is updated to

on network.

the migration network and the migration
network is cleared.
OneVue Wired

The new network is added to OneVue. The

Device

Primex device is connected to an Android

Configurator

device with OWDC app. From the app, its

(OWDC) app

assigned network is updated (migrated). Once
connected to the new network, it checks-in to
OneVue and its network is updated.

• Onsite at facility and locally at a
device.
• Networks are managed from your
OneVue account.
• Troubleshooting a network connection
and testing network connection onsite.
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Method

Overview

When to use

Primex Device

Device connects to computer with software

• Onsite at facility and locally at a

Configuration

installed.

software

To change (migrate) a device's assigned
network.
• Add a Network Profile with the updated
network settings.
• Set the device's migration network to the
new Network Profile.
• From the device's gateway profile, download
the manual configuration file.
• Connect the device to your computer. From

device.
• Troubleshooting a network connection
and testing network connection onsite.
• Current assigned network is no longer
available or not correct, which requires
migrating the device to a new network.
• Networks are managed from your
OneVue account or networks are not
managed or stored in your OneVue
account. When not managed, this is
commonly due to information security

the software, enter the new network settings

policies restrict storing network

directly into the software and then upload

setting data in third-party applications.

the file downloaded from the device's
gateway profile.
• Once the device connects to the new
network, it checks-in to OneVue and its

• Device requires EAP-TLS certificate to
authenticate with network. Certificates
are uploaded to device using the
software.

assigned network is updated and its
migration network is cleared.

Create, view, edit, and delete network profiles
A Network Profile is a network at your facility that a Primex network device connects to. Each device is assigned to a
network, allowing it to connect to your facility's network to send data to and download settings from OneVue.

Network Profile requirements
• IP addressing (servers)
It's recommended to use a local DHCP and DNS servers rather than a remote DNS server on the internet. A local
DHCP server provides better response times compared to a remote server, thus reducing network connection times
and conserving device battery life.
• Wi-Fi data transmission
The minimum wireless access point signal strength of -60 dBm is required to support reliable wireless operation. If
signal strength is not reliable, the use of a wireless access point in closer proximity of the sensor device installation
location is recommended. The data packet size is typically less than 5 kilobytes (kB).
• WEP Open and WEP Shared security types
Network settings do not support the use of an ASCII passphrase. It's required to convert an ASCII passphrase to a
WEP Hex passkey; provide the Hex Key and Confirm Hex Key.
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• Guest network or open network use
Primex devices cannot respond to landing pages, nor agree to any terms of service to connect to a network.
• Proxy Servers
Primex devices cannot authenticate through a proxy server. If a HTTPS proxy server is used, the Primex device 12character Gateway ID (MAC address) for each device is required to be whitelisted.

Create a new network profile
1.

Go to Devices > Networks.

2.

From the bottom menu, select + New.

3.

Network Label
Name that uniquely identifies the network. Allows up to a maximum of 40 characters.

4.

Enter the settings. To view all settings, select Show Advanced Settings.
By default, the profile type is set to Wireless with the Security Type of WPA2 AES. You can change these settings
to the type of network you are creating.

Setting

Definition

Gateways assigned to

Quantity of Primex devices assigned to the network. Selecting the link opens

network (link)

the list of gateways assigned to the network.

Network Label

Name that uniquely identifies the network. Allows up to a maximum of 40
characters.

Profile Type

Identifies the type of network, either Wireless (Wi-Fi) or Wired.

Location

The Location assigned to the network.

Wireless (Wi-Fi) Network settings
SSID

Service Set Identifier (SSID) of the network. Case sensitive and allows up to a
maximum of 40 characters.

Passphrase
Hex Key

Security key of the wireless network. Leave this field blank if you have selected
“None” for the Security Type.
WEP Open and WEP Shared security types - network settings do not support
the use of an ASCII passphrase. It's required to convert an ASCII passphrase to
a WEP Hex passkey; provide the Hex Key and Confirm Hex Key.
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Setting

Definition

Confirm Passphrase

Re-enter the security key of the wireless network; validates the Passphrase

Hexkey
Security Type

entered.
Security mode of the wireless network. Select None if the network is an open
network with no security. By default, WPA2 AES is selected.
Does the network require EAP-TLS authentication certificates? If yes,
certificates are required to be uploaded to each Primex device using the
Primex Device Configuration Software.

Advanced settings. Below settings are only viewable when Show Advanced Options is selected.
Notes
Authentication

The type of authentication protocol of the Wireless network. If None is
selected, additional settings are not displayed.
Username and password are required.

TCP/IP
If Wired Network, TCP/IP
settings are required.

The type of network communication protocol of the network; either DHCP or a
non-DHCP IPv4 protocol.
DHCP (Dynamic Host Configuration Protocol): select option if the network is
DHCP; network allocates dynamic IP addresses to devices in the network.
IPv4 Address protocol: deselect Use DHCP option and enter the settings.
Primex devices support Internet Protocol version 4 (IPv4).
• Subnet Mask: subnet mask for of the network.
• Gateway: gateway of the network
• DNS1: primary Domain Name Server (DNS)
• DNS2: secondary Domain Name Server (DNS)
The IPv4 address is entered into each device's gateway profile that are
assigned to the Non-DHCP network.

5.

Once all settings are entered, select Save. The network can now be assigned to a device.

View all network profiles
1.

Go to Devices > Networks.

2.

All networks are displayed.
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Column

Definition

Network Label

Name that uniquely identifies the network. This is not name provided in the SSID
setting.
Selecting the link opens the network profile.

Profile Type

Indicates if the profile is a wireless (Wi-Fi) or wired network.

Location

Location assigned to the network.

Assigned

Quantity of device gateways assigned to the network. To view the detailed list of the

Gateways

assigned gateways, select the link.

Account Admin

When enabled only a user assigned to the account Admin Role or network Admin Role

is Network

can view this setting. When this setting is disabled, only a user assigned to the network

Admin?

Admin Role can view this setting.
Indicates if a user(s) assigned to the account Admin Role has the permission to
manage network profiles. By default, this setting is enabled.
• When enabled, as indicated by a check mark, a user assigned to the account Admin
Role is granted permission to view, create, and edit network profiles.
• When disabled, only a user assigned to the network Admin Role can view, create, and
edit network profiles.
• A user assigned to the network Admin Role can enable or disable this setting.
• A user assigned to the account Admin Role can only disable this setting.

View a network profile
1.

Go to Devices > Networks.

2.

Select the Network Label link of the network to view.
The network settings are displayed. To view all of the settings, select Show Advanced Options.

When a network is assigned to a gateway only the Network Label, Location, and Notes can be edited.
Setting

Definition

Gateways assigned to

Quantity of Primex devices assigned to the network. Selecting the link opens

network (link)

the list of gateways assigned to the network.

Network Label

Name that uniquely identifies the network. Allows up to a maximum of 40
characters.
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Setting

Definition

Profile Type

Identifies the type of network, either Wireless (Wi-Fi) or Wired.

Location

The Location assigned to the network.

Wireless (Wi-Fi) Network settings
SSID

Service Set Identifier (SSID) of the network. Case sensitive and allows up to a
maximum of 40 characters.

Passphrase
Hex Key

Security key of the wireless network. Leave this field blank if you have selected
“None” for the Security Type.
WEP Open and WEP Shared security types - network settings do not support
the use of an ASCII passphrase. It's required to convert an ASCII passphrase to
a WEP Hex passkey; provide the Hex Key and Confirm Hex Key.

Confirm Passphrase
Hexkey
Security Type

Re-enter the security key of the wireless network; validates the Passphrase
entered.
Security mode of the wireless network. Select None if the network is an open
network with no security. By default, WPA2 AES is selected.
Does the network require EAP-TLS authentication certificates? If yes,
certificates are required to be uploaded to each Primex device using the Primex
Device Configuration Software.

Advanced settings. Below settings are only viewable when Show Advanced Options is selected.
Notes

For information purposes and commonly provides additional details needed to
be shared with system users.

Authentication

The type of authentication protocol of the Wireless network. If the type of None
is selected, additional settings are not displayed.
Username and password are required.
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Setting

Definition

TCP/IP

The type of network communication protocol of the network; either DHCP or a

If Wired Network, TCP/IP
settings are required.

non-DHCP IPv4 protocol.
DHCP (Dynamic Host Configuration Protocol): select option if the network is
DHCP; network allocates dynamic IP addresses to devices in the network.
IPv4 Address protocol: deselect Use DHCP option and enter the settings. The
system and devices support Internet Protocol version 4 (IPv4).
• Subnet Mask - subnet mask for of the network.
• Gateway - gateway of the network
• DNS1 - primary Domain Name Server (DNS)
• DNS2 - secondary Domain Name Server (DNS)
The IPv4 address is entered in the gateway profile(s) assigned to the network.

Edit a network profile
If a network profile is assigned to a device, only its network label, Location, and notes can be edited. If the network is
not assigned to a device, all of its settings can be edited.
To edit a network that is assigned to a device, you will need to create a new network profile and then migrate the
device to the new network profile.
1.

Go to Devices > Networks.

2.

Edit the settings. To view all settings, select Show Advanced Options.
Setting

Definition

Gateways assigned to

Quantity of Primex devices assigned to the network. Selecting the link opens

network (link)

the list of device gateways assigned to the network.

Network Label

Name that uniquely identifies the network. Allows up to a maximum of 40
characters.

Profile Type

Identifies the type of network, either Wireless (Wi-Fi) or Wired.

Location

The Location assigned to the network.

Wireless (Wi-Fi) Network settings
SSID

Service Set Identifier (SSID) of the network. Case sensitive and allows up to a
maximum of 40 characters.
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Setting

Definition

Passphrase

Security key of the wireless network. Leave this field blank if you have selected

Hex Key

“None” for the Security Type.
WEP Open and WEP Shared security types - network settings do not support
the use of an ASCII passphrase. It's required to convert an ASCII passphrase to
a WEP Hex passkey; provide the Hex Key and Confirm Hex Key.

Confirm Passphrase
Hexkey
Security Type

Re-enter the security key of the wireless network; validates the Passphrase
entered.
Security mode of the wireless network. Select None if the network is an open
network with no security. By default, WPA2 AES is selected.
Does the network require EAP-TLS authentication certificates? If yes,
certificates are required to be uploaded to each Primex device using the Primex
Device Configuration Software.

Advanced settings. Below settings are only viewable when Show Advanced Options is selected.
Notes

For information purposes and commonly provides additional details needed to
be shared with system users.

Authentication

The type of authentication protocol of the Wireless network. If the type of None
is selected, additional settings are not displayed.
Username and password are required.

TCP/IP
If Wired Network, TCP/IP
settings are required.

The type of network communication protocol of the network; either DHCP or a
non-DHCP IPv4 protocol.
DHCP (Dynamic Host Configuration Protocol): select option if the network is
DHCP; network allocates dynamic IP addresses to devices in the network.
IPv4 Address protocol: deselect Use DHCP option and enter the settings. The
system and devices support Internet Protocol version 4 (IPv4).
• Subnet Mask: subnet mask for of the network.
• Gateway: gateway of the network
• DNS1: primary Domain Name Server (DNS)
• DNS2: secondary Domain Name Server (DNS)
The IPv4 address is entered in the gateway profile(s) assigned to the network.

3.

Select Save.

Delete a network profile
You can only delete a network profile that is not assigned to a device gateway. It's recommended to delete networks
that are not in use by your Primex network devices.
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1.

Go to Devices > Networks.

2.

Select the Network Label link of the network to delete.

3.

Select Delete This Network.

4.

From the Delete This Network confirmation window, select Yes.
The network profile is deleted from your OneVue account.

View devices assigned to a network profile
Each Primex network device is assigned to a Network Profile. The network profile settings are stored locally in the
Primex device, allowing it to authenticate and connect to your facility's network. You may need to view this
information when you are planning to migrate devices to another network.
1.

Go to Devices > Networks.

2.

Select the Network Label link of the network to view.
The quantity of devices assigned to the network is displayed.

3.

Select the link to view a detailed list of gateways assigned to the network.

Upload EAP TLS certificate to Primex network device
When the network that devices connect to require an EAP-TLS client certificate, the certificate must be uploaded to a
Primex network device using the Primex Device Configuration software. This procedure is required during installation
and when updating a device's certificate.

Requirements
• Primex Device Configuration software is installed on your computer.
• Primex device USB configuration cable (supplied with each device order)
• EAP-TLS certificate file (.der)

Install EAP-TLS certificate
1.

If the device is battery-powered, temporarily remove its batteries.

2.

Plug the Primex device USB configuration cable into a USB port on your computer.

3.

Plug the configuration cable mini-USB connector into the device USB mini port.
The device automatically powers up, detects the connection to your computer and enters configuration mode.
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4.

Open the Primex Device Configuration software. Go to All Programs > Primex > Primex Device Configuration or
from your computer desktop, double-click on the Primex Device Configuration icon.

5.

From the Enter Password window, enter the password.
Factory default password (case sensitive): Primex1

6.

Select Connect. A connection between your computer and the device is established.

7.

Verify the notification area located in the lower-left of the screen, displays Connected to device on COMx, which
indicates the connection has been established ( x identifies the current COM port in use).

8.

Select the RADIUS Certificate tab.

9.

For each of the certificates, select Open and select the certificate file (.der file required).

10. Select Write Certificates and Private Key.
11. Select Disconnect. The connection between the software and the device is ended.
12. Remove the USB connection between the device and your computer.
13. Apply power to the device. When power is applied, the device automatically initiates a check-in to your OneVue
account.
14. Verify that Signal Ok is displayed on its LCD screen and successfully checked-in to OneVue.

Change network assigned to devices (migrate to new network)
A Primex network device requires a network connection to operate over your facility's network. During each network
connection, a device transmits its data to and downloads data from your OneVue account. Due to the importance of
devices connecting to your facility’s network, network settings are downloaded and stored locally at each device. To
avoid a device losing its connection to your facility’s network, changes to a device's network is managed by
performing a network migration procedure.

Available device network migration methods
• Migrate device to new network from OneVue
If you need to change the network assigned to a device from OneVue, you can assign a migration network and the
migration network is downloaded to the device during its next check-in. The current network must be operational to
allow the device's check-in to OneVue. During a check-in, the device will download the new network settings.
• Migrate device to new network with the OneVue Wired Device Configurator (OWDC) app
The OWDC Android™ app provides the experience of managing Primex network devices locally at a device on a
mobile platform. The app provides the flexibility to assign or migrate a device to another network. Once you
download the app from the Google Play™ store (it’s free!), you connect a Primex network device to your Android
device and the app guides you through the entire process.
• Migrate device to new network locally at device with OneVue manual configuration file
Manually configuring the network settings of a Primex device can be performed with the Primex Device
Configuration software. An encrypted file (.pwg extension) is downloaded from a device's gateway profile. The file
includes your OneVue account ID and the network profile(s) assigned to the device's gateway profile.
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• Migrate device to new network when networks are not managed in OneVue
If the networks used by your Primex devices are not managed from your OneVue account, network updates are
required to made locally at the device. Network settings are updated using the Primex Device Configuration
software.

OWDC app: Migrate Bluetooth Bridge to new network
Learn how to update a Bluetooth Bridge's assigned network with the OneVue Wired Device Configurator (OWDC) app.
Commonly this procedure is performed when a Bridge cannot connect to its current assigned network and requires a
network update (migrate to a new network).
The OneVue Wired Device Configurator (OWDC) Android™ app provides the experience of adding a new Primex
network device to OneVue and updating a device's primary settings on a mobile platform. Network devices include
OneVue Sense Sensors, OneVue Sync Bridge, PoE Digital Clocks/Timers, and the OneVue Notify Bell Controller.
Once you download the app from the Google Play™ store (it’s free!), you connect a Primex network device to your
Android device and the app guides you through the entire process. It's a simple, easy process that provides onsite
configuration.

Configuration requirements
The following details what's required to configure a Bridge with the OWDC app.
• OWDC app installed on your Android mobile device
Download the OWDC app or from the Google Play Store search for OneVue Wired Device Configurator.
• Android mobile device requirements
Android OS version 4.4 or later. Minimum 25% battery life remaining.
Supports USB Host or USB OTG mode. To verify USB support, check with the Android device manufacturer.
• App log in
Your OneVue user profile must be assigned to the Account Admin role. You will log in to the app with your OneVue
user name (email address) and password.
• Connection cable (not supplied)
The cable connects the Primex device to your Android device and also provides the power source to the Primex
device during configuration.
A Bridge has a USB Mini B (5 pin) connector interface and requires either a Mini-USB to Micro USB OTG adapter
cable or Mini-USB to USB C adapter cable.
• OneVue Network Profile
From the OWDC app, you cannot create a new Network Profile. Before you begin, from OneVue verify a Network
Profile exists or create a new Network Profile. From OneVue, go to Devices > Networks. To create a new network,
from the bottom section select +New.
For a Non-DHCP network, during configuration you are required to provide the device's static IP address.
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How to migrate a bridge to a new network
1.

From your Android device, open the OWDC app.

2.

Enter your OneVue username > select Next > enter your password > select Log In.
Are you a user for more than one OneVue account? When logging in to the app, it's critical to select the account
you are adding a device to or editing.

3.

Remove AC power from the Bridge. During the next step, it receives power from its connection to your Android
device. If battery power is enabled, leave this on.

4.

Set Bridge into configuration mode > connect Bridge to your Android device using a USB OTG or a USB C cable
(dependent on your device).
App displays "Add Device" and "Con" displayed on the Bridge LCD screen, indicating it's in configuration mode.

5.

Update its assigned Network.
Network Type: select the type of network the Bridge will connect to.
Select Network: select a network (displays the network profiles available in OneVue).

6.

Select Next to continue.

7.

The app configures Bridge and displays its configuration status.
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CAUTION
Do not remove the connection between the Bridge and your Android device until prompted.

8.

When the Disconnect Device message appears > remove the USB connection between the Bridge and your
Android device > and re-apply AC power to the Bridge.
Once disconnected, the app verifies the Bridge successfully checked-in to OneVue. If after 15 minutes it does not
check-in, the app displays a status message.
If applicable, it may also take time to download the latest firmware (Bridge LCD displays UP).
You can now configure additional devices or close the app when you’re done.

Migrate devices to new network from OneVue
If you need to change the network assigned to a device from OneVue, you can assign a migration network and the
migration network is downloaded to the device during its next check-in.
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WARNING
It's critical to ensure the current assigned network is operational on your network to allow devices to
connect to the current assigned network to download the migration network settings. Once all devices
successfully connect to the migration network, the previous assigned network is no longer required to
be operational on your network.
It's recommended to perform this procedure on a single or test group of devices with both the current
network and migration network operational on your network. This will allow you to validate the
devices' connection to the migration network.

Overview
The procedure can be performed for a single [41] or multiple devices [42] at the same time.
1.

A migration network is assigned to the device's gateway.

2.

During its next check-in to OneVue, the device downloads its assigned migration network settings.

3.

At the device's next subsequent check-in, the device attempts to connect to the migration network first.

4.

Once the device successfully connects to the migration network, the system automatically sets its network to the
migration network set during this procedure and clears the migration network setting. If the connection to the
migration network should fail, it attempts to connect to its current assigned network.

How to set the migration network of a single device
Before you begin this procedure, verify the settings of the network you are migrating to are correct.
1.

Go to Devices > select the device type.

2.

From the list, select the Gateway ID of the device you are migrating. The device's gateway profile is displayed.

3.

Select Show Advanced Options.

4.

From the Migration Network drop-down, select the network profile the device is to be migrated to.
To change the IPv4 address, from the Migration Network IPv4 field, enter the IPv4 address the device is to be
migrated to. To set the IPv4 migration network, the migration network must be a non-DHCP network with a
specific subnet mask, gateway and DNS servers.

5.

Select Save.
Its Updated Pending status is set to Yes and the network migration change is scheduled to be downloaded to the
device during its next check-in to OneVue. Once the device has successfully connected to the migration network,
the system automatically sets the primary network to the migration network selected during this procedure and
the migration network setting is cleared.
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How to set the migration network of multiple devices at the same time
Before you begin this procedure, verify the settings of the network you are migrating to are correct.
This multi-edit procedure cannot be performed for devices assigned to a static IPv4 address.
1.

Go to Devices > Gateways.

2.

From the list, select the devices' gateways that are to be migrated from their current primary network to another
network.

3.

Select Edit Selected. The Mass Edit Gateway window is displayed.

4.

From the Migration Network drop-down menu, select the network profile the selected gateways are to be
migrated to.

5.

Select Update All Selected Gateways.
All selected device's Updated Pending status is set to Yes and the network migration change is scheduled to be
downloaded to each device during their next check-in to your OneVue account. Once a device has successfully
connected to the migration network, the system automatically sets the primary network to the migration network
selected during this procedure and the migration network setting is cleared.

Migrate bridge to a new (updated) network with the Primex Device Configuration
software
When a device cannot connect to the network, you can update its network settings with the Primex Device
Configuration software. When a device cannot connect to the network, a device's OneVue status is Unresponsive and
its LCD screen will display No Signal.
During this procedure, an encrypted file (.pwg extension) with your OneVue Account ID and the device's Migration
Network (new/updated network) is downloaded from OneVue and uploaded to the device. You will need to be locally
at the device to complete this procedure.
As an alternative, you can also use the OneVue Wired Device Configurator app (OWDC) to change a device's assigned
network locally at the device.

Requirements
• Primex Device Configuration software is installed on your computer.
• Primex device USB configuration cable (mini-USB supplied with each device order).
• Your OneVue User Profile is assigned to an Admin Role.

Page 42

• For EAP-TLS authentication, the certificate .der file is required. The file is uploaded to the device during
configuration.
• If your security policies restrict network settings to be stored in your OneVue account, in which your OneVue
account does not have network profiles, the network settings can be entered directly within the Primex Device
Configuration software.

Step 1: From OneVue, set the device's migration network and download manual configuration file
This step is required to upload the correct network settings to a device, which will allow its connection to your
facility's network and check-in to OneVue. When a device connects to its assigned Migration Network, OneVue
automatically sets the Migration Network to its Primary Network and clears its Migration Network.
1.

First, create a new Network Profile with the correct network settings. If a network with the correct settings
already exists, proceed to the following step (assign Migration Network).
Go to Devices > Networks > from the bottom, select + New.

2.

Assign the device's Migration Network. When a device connects to its assigned Migration Network, OneVue
automatically sets the Migration Network to its Primary Network and clears its Migration Network.
From OneVue, go to Devices > select the device type > from the list, select the device's 12-character Gateway ID
link > from the Gateway Profile, select Show Advanced Options > set its Migration Network > select Save.
If you have multiple devices to update, you will need to set the Migration Network for each device.

3.

From the Manual Configuration File option, select Download. The manual configuration file contains your OneVue
account ID and the network profile(s) assigned to a device. This file can be used for all devices to update.

4.

From the Download Manual Configuration File window, enter the Configuration File Password.
This password must match the password of the Primex Device Configuration software. If you have not changed
the Primex Device Configuration software password (Primex1) on your local computer, leave as is.
If you require that a user cannot view the details of the network profile settings within the Primex Device
Configuration software, select the Hide Configuration option. When Hide Configuration is selected, the network
setting details are not displayed in the software.

5.

Select OK.

6.

From the system prompt, select Save.
By default, the file is saved to your computer's Downloads folder and is named device.pwg. To copy the file to
another location, select Open Folder and copy the file to the desired location.

Step 2: Upload manual configuration file to device with Primex Device Configuration software
1.

Verify the device does not have battery power applied; remove the device cover and temporarily set the battery
on/off switch to the Off (down) position or remove the batteries.

2.

Plug the Primex mini-USB configuration cable into a USB port on your computer.

3.

Plug the configuration cable mini-USB connector into the device USB mini port.
The device automatically powers up, detects the connection to your computer and enters configuration mode.
The LCD displays the letters Con and the Config icon is displayed indicating the device is in configuration mode.
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4.

Open the Primex Device Configuration software. Go to All Programs > Primex > Primex Device Configuration or
from your computer desktop, double-click on the Primex Device Configuration icon.

5.

From the Enter Password window, enter the password.
Factory default password (case sensitive): Primex1

6.

Select Connect. A connection between your computer and the device is established.

7.

Verify the notification area located in the lower-left of the screen, displays Connected to device on COMx, which
indicates the connection is established.

8.

Next, open the .pwg file downloaded from the device's gateway profile. From the top menu, select File, browse to
the file location and select the device.pwg file.

9.

Select Write Configuration > from the Confirmation Needed window, select Yes. The settings of the .pwg file have
been uploaded to the device, including your OneVue account ID and the network profile(s).
TO INSTALL A RADIUS EAP-TLS CERTIFICATE
1.

Select the RADIUS Certificate tab.

2.

For each of the certificates, select Open and select the certificate file (.der file required).

3.

Select Write Configuration > from the Confirmation Needed window, select Yes. The network settings have
been uploaded to the device. Proceed to step 10.

10. Select Disconnect. The connection between the software and device is ended.
11. Remove the USB connection between the device and your computer.
12. Apply power to the device; set the battery on/off switch back to the UP (On) position or insert batteries if
removed.
When power was applied, the device automatically initiated a check-in to OneVue.
13. Verify the device LCD displays Signal OK, which indicates the device successfully checked-in to OneVue.
If there were pending changes downloaded during its check-in, the device will reset and check-in again before the
Signal OK icon is shown.
14. If No Signal is displayed, initiate a manual check-in to OneVue by pressing and quickly releasing the device checkin button

(up arrow).

1 beep: device booted
2 beeps: device connected to network
3 beeps: device connected to OneVue
When the check-in button is pressed, the device LCD displays its connection sequence, indicated by the number
sequence below.
• Number 1 displayed: radio powered on
• Numbers 12 displayed: connected to the facility's Ethernet or Wi-Fi network
• Numbers 123 displayed: connected to NTP Server and obtained UTC Time
• Numbers 1234 displayed: connected to OneVue; sends received device statuses to OneVue and downloads
update pending settings
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NOTE
If you completed this procedure due to the settings of the network profile assigned during device
preconfiguration were not correct and a migration network was assigned to the device's gateway
profile, the migration network is downloaded to the device during its check-in. Upon a successful
connection to the migration network, the OneVue automatically sets the primary network to the
migration network.

Migrate bridge to a new (updated) network when networks are not managed in
OneVue
If your security policies restrict network settings to be stored in your OneVue account, in which your OneVue account
does not have network profiles, the network settings can be entered directly within the Primex Device Configuration
software.

WARNING
Do not begin this procedure if the device is not in your OneVue Account. If Device Preconfiguration
was not completed before the order shipped from Primex, you will need to add the device to OneVue
by using the OneVue Wired Device Configurator (OWDC) app.

Requirements
• Primex Device Configuration software is installed on your computer.
• Primex device USB configuration cable (mini-USB supplied with each device order).

Migrate device to another network
1.

Verify the device does not have AC or battery power; remove the device cover and temporarily set the battery
on/off switch to the Off (down) position or remove its batteries.

2.

Plug the Primex USB configuration cable into a USB port on your computer.

3.

Plug the configuration cable mini-USB connector into the device USB mini port.

4.

The device automatically powers up, detects the connection to your computer and enters configuration mode.
The LCD displays the letters Con and the Config icon is displayed indicating the device is in configuration mode.

5.

Open the Primex Device Configuration software. Go to All Programs > Primex > Primex Device Configuration or
from your computer desktop, double-click on the Primex Device Configuration icon.

6.

From the Enter Password window, enter the password. Factory default password (case sensitive): Primex1

7.

Select Connect. A connection between your computer and the device is established.
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8.

Verify the notification area located in the lower-left of the screen, displays Connected to device on COMx, which
indicates the connection has been established.

9.

Select Read Configuration. The device's current settings are displayed.

10. Verify the OneVue logo is displayed.
11. From the first drop-down menu, select Wireless: Migration.
12. Enter the settings of the network you are migrating the device to.
13. Select Write Configuration. From the Confirmation Needed window, select Yes. The settings have been uploaded
to the device.
14. If the network is operational on your network, it's recommended to test the device's connection. Select Tools >
Connection Test. The connection test attempts to connect to the network and the test results are displayed.
15. Select Disconnect. The connection between the software and device is ended.
16. Remove the USB connection between the device and your computer.
17. Apply AC power to the device and set the battery on/off switch back to the UP (On) position or insert batteries if
removed.
18. When power was applied, the device automatically initiated a check-in to your OneVue account.
19. Verify the device LCD displays Signal OK, which indicates the device successfully connect to the network and
checked-in to your OneVue account. If there were pending changes downloaded during its check-in, the device
will reset and check-in a second time before the Signal OK icon is shown.
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TECHNICAL SUPPORT
You may require Technical Support when you have questions about product features, system configuration, or
troubleshooting. Support services are delivered in accordance with your organization's support agreement, end-user
license agreements, and warranties, either with a Primex Certified Sales and Service Partner or directly with Primex.

Support through Primex Certified Sales and Service Partners
Ensuring our customers experience excellent service is of utmost importance to Primex. Our network of Certified
Sales and Service Partners offers technical support services for Primex products.
If you have purchased Primex products or have a service agreement with a Primex Partner, they are your primary
contact for all Technical Support inquires.

Primex Technical Support
Make sure you have satisfied the system requirements that are listed in your product documentation. Also, you
should be at the computer or device on which the problem occurred, in case it's necessary to replicate the problem.
When you contact Primex Technical Support, please have the following information available:
• Customer ID/Account Name
• Problem description/error messages
• Device hardware information
• Troubleshooting performed before contacting Primex
• Recent network changes
PRIMEX TECHNICAL SUPPORT
Monday through Friday from 7:00 AM to 7:00 PM CT
Phone: 1-262-729-4860
Email: service@primexinc.com
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